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3.1 7## B* 2% (Mobile Application )

ﬁ%@“ App |
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T R* £:5F & (Application Store )
Bk R g
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3.3. B A2 T (Personal Data)
ik TRAFTRELZ ) AR FNERSFRES SR
o AL G AR AU ARA L A ED P A D AR
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FlsBAESEERKL S PR IS N IR R 2R A
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iz K Fl et A2 2 E T N R R 2 B ka2
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i}i@mﬁﬁﬁﬁé’mzﬁmayﬁpﬂﬁ? @ FAFF LB f O
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HF B3 TrRFdan il g ed - F i dns L
PREESFEREEEREFLBPEFHBAERZFTHR -
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o ERRRYHRY GBS UBNRY F Lo F A
R A RAR R RA B PRELE R
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3.6.

3.7.

3.8.

3.9.

3.10.

3.11.

2 % Tk (Transaction Resource)

pEEEE T AN TREEE H A TV E R RPE R
RESTTRAD TR EAFENE A nREFTHET (¢

BE) £F BB SFR5E S FTReo4r 8 & %5 App M LR

2 QRcode ¥ i i & X ePi@ % 5 ot b App P RER T F T
R FF B AT BT App P % S PRFEIE R 0 TR K
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3.12. & ;% & (Library)
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5
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=2 E£F# 4 RFEZ (Triple Data Encryption Standard )
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& 3 %_ (Certificate Pinning )
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Identifier, MEID ) ~ & * {7 # * = 2 %] %5 ( International Mobile Subscriber
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3.34. L AR HF#H (Collecting Sensitive Data )
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6. %% T

Open Web Application Security Project (OWASP)

[1] OWASP Mobile App Security Checklist v1.2
https://www.owasp.org/index.php/OWASP Mobile Security Testing Guide#tab
=Main

[2] OWASP Mobile Security Testing Guide (MSTG) v1.2
https://www.owasp.org/index.php/OWASP Mobile Security Testing Guide#tab

=Main

[3] OWASP Mobile Application Security Verification Standard (MASVS) v1.2
https://www.owasp.org/index.php/OWASP Mobile Security Testing Guide#tab

=Main
Cloud Security Alliance (CSA)

[4] Mobile Application Security Testing Initiative,
https://www.csaapac.org/mast.html, 2016

[5] Vetting the Security of Mobile ApplicationsApp, NIST Special Publication 800-
163, http://dx.doi.org/10.6028/NIST.SP.800-163, 2015

[6] Cryptographic Algorithm Validation Program (CAVP),
http://csrc.nist.gov/groups/STM/cavp/, NIST

[7] Cryptographic Module Validation Program (CMVP),
http://csrc.nist.gov/groups/STM/cmvp/, NIST

[8] Government Mobile and Wireless Security Baseline, Federal CIO Council,
https://s3.amazonaws.com/sitesusa/wp-
content/uploads/sites/1151/downloads/2013/05/Federal-Mobile-Security-
Baseline.pdf, 2013
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https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide#tab=Main
https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide#tab=Main

B

[9] Smartphone Secure Development Guidelines,
https://www.enisa.europa.eu/publications/smartphone-secure-development-

guidelines-2016, ENISA, 2017
=3
[10] # & £ ¥ =5 % > a0+ & K&, YD/T 2407-2013, 2013
[L1] # &4 E 8 % 8% 200 4 B3> 2, YD/T 2408-2013, 2013
p A

[12] Security Guideline for using Smartphones and Tablets - Advantages for work
style innovation - [Version 1],

https://www.jssec.org/dl/guidelines2012Enew_ v1.0.pdf, JSSEC, 2011
B R AR
[13] ISO/IEC 27001:2013 (Information security management)
[14] ISO/IEC 20000:2011 (Information technology - Service management)

[15] ISO/IEC 19790:2012 (Information technology - Security techniques - Security

requirements for cryptographic modules)

[16] ISO/IEC 15408:2009 (Information technology - Security techniques - Evaluation

criteria for IT security)
[17] ISO/IEC 14598:2001 (Information technology - Software product evaluation)
[18] ISO/IEC TR 9126-4:2004 (Software engineering - Product quality)
Bp 2=
[19] & « FoRimz (AR 104 & 12 % 30 p )

[20] B % FALEEZ % 7w (RF105&3 2% 2p9)
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-~ HFE REF R L RARLFHERL

Hwg LE IR OWASP ¥t 75 F Z W NIST [311] B ENISA [31 2] =~ £ YD/T 2407-2013
[+ 3]
4.1.1.1.7 % & * 42.;% | VI: Architecture, Executive Summary 9. Secure software 552 BF Iri® 230
®mH design and threat distribution AR R
modelling
4.1.12.¢=% & * #237% | VI: Architecture, Executive Summary 9. Secure software 554 R R It X
{37 design and threat distribution rE R
modelling
41.13. 7% & * 251 | N/A Executive Summary 9. Secure software 554 FER R iz X
% >R AW SR distribution >R R
4.12.1.57 g 3 # % | V1: Architecture, 4. Mobile App 1. Identify and protect 554 FEE R it X
-4 design and threat Evaluation - Privacy sensitive data >8R
modelling and Personally

Identifiable
Information

4.1.2.2. 57 g - F A1

V2: Data Storage and
Privacy

4. Mobile App
Evaluation - Privacy
and Personally
Identifiable
Information

1. Identify and protect
sensitive data

554 FEBT B AT
>E R

562 % EEEY < #hh
AR
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Pk RE AR

OWASP ¥t 75 F

% B NIST [:x 1]

& ENISA [:£2]

=~ & YD/T 2407-2013
3]

412350 1

IF

V2: Data Storage and
Privacy

4. Mobile App
Evaluation - Protect
Sensitive Data

1. Identify and protect
sensitive data on the
mobile device

563 * & Hcpenie B

A

4.12.4 st M F @ | VS5: Network 4. Mobile App 4. Ensure sensitive data | 5.54 g % &% #ic iz =%
g;g] Communication Evaluation - Protect protection in transit >8R
Sensitive Data 562 % R & Hik
g R
4.1.2.5. 57 . F 4L & | V2: Data Storage and | 4. Mobile App 1. Identify and protect 562 2 BHEt 2 didy
3 Privacy Evaluation - Preserve | sensitive data on the ey 2 1P
Privacy mobile device
4.1.2.6.57 g #£ F #2#] | V2: Data Storage and | N/A 1. Identify and protect 5.64 * = Hedp chfiw K
xﬁg Privacy sensitive data on the # .Ju//];
mobile device
413.1.% % FikRie * | V4: Authentication and | N/A 8. Protect paid resources | 5.5.4 g % & * fr it =%
Session Management rE R
4.1.32.% % Fihizg | V4: Authentication and | N/A 8. Protect paid resources | 5.5.4 g % & * fr i =%
Session Management r>E R
4.14.1.i& * Jf‘f ¥ 2> #| V4: Authentication and | 4. Mobile App 3. Handle authentication | 5.6.2 = i* g * = g
A3 Session Management Evaluation - Privacy and authorization factors | 2 4 2> 1

and Personally
Identifiable

securely on the device
correctly
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Pk RE AR

OWASP ¥t 75 F

% B NIST [:x 1]

% ENISA [3x2]

=~ & YD/T 2407-2013
3]

Information

414258 5F TS 4]

V5: Network
Communication

4. Mobile App
Evaluation — Network
Events

2. User authentication,
authorization and
session management

554 TR Y B
>E R

4.1.5.1.17 # & § 425
BEEL T AL >R

V7: Code Quality and
Build Settings

4. Mobile App
Evaluation:

6. Secure data
integration with third

e Malicious Functionality | party code
Malware Detection 10. Handle runtime code
Communication with interpretation
Known Disreputable
Sites
Libraries Loaded
4152. 78 & * #25% | V7: Code Quality and | 4. Mobile App N/A 554 FER R iz X

Build Settings

Evaluation — Classes
Loaded

S ¥ 3

41538 N R51 % %
ES

V7: Code Quality and
Build Settings

4. Mobile App
Evaluation:
Native Methods
Libraries Loaded

6. Secure data
integration with third
party code

554 FEBT B AT
rE R

ErEEET Y

=%
B

V7: Code Quality and
Build Settings

4. Mobile App
Evaluation — Input
Validation

10. Handle runtime code
interpretation

554 FEBT AR
&R
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¥ iR

Hr g RE IR OWASP #t & 78 p F B NIST [ 1] B4 ENISA [31 2] =~ £ YD/T 2407-2013
[+ 3]
4.1.55.F 1+ # i & 45 | V8: Resiliency Against | N/A 11. Check device and N/A
Z ik Reverse Engineering application integrity
Requirements
4.2.2.1. Webview % 2 | N/A N/A N/A N/A

[3£ 1] Vetting the Security of Mobile Applications App, NIST Special Publication 800-163,
https://nvlpubs.nist.gov/nistpubs/Special Publications/NIST.SP.800-163r1.pdf, 2019

[3£ 2] Smartphone Secure Development Guidelines, https://www.enisa.europa.eu/publications/smartphone-secure-development-
guidelines-2016, ENISA, 2017

[323] #FES=x > 4 g £, 2018

21




ek R RFER ST R

i B 5. g K
411160 * AR5 F 1 AR T RN T CE KR R AT AN
HFH
5 Fh ¥ AR TR T O A3 P AT TR
f:r:fhétg_ ) RE T A2 R R
; ot AR FCEQrf e 25T
o) RY g X L% Kt
411278 i * 4250 { A7 FR R RN BN T T KRR B R AR
4 HF 157
FEo et A2 et L AT -
FRRY AN R E DL LATEFAR L o
411378 % 25 % > R AW 47 Fh L AN X ﬂﬁﬁ-iiiﬁﬁﬁiﬁﬁo
. f’ﬁv@“ﬁ;.‘?”&ifr%*“ié AN RS
412 1R EEA A B . FERY BT EERR TR @R X
& e
0 R A2 i Y FIES A AR TR L
& 1!
41225 HEF AL N PR EN R R TR R E R R
X

22




SN F 5 g R
" Fd SRR KRG R YRR LT
il
3 (Fo e A5 ok TR B bR PR ¢
K ERAF R W TG o
14 (780 i AR5 AR R ¢ 5 I { ol (A
412357 HE TR Y s i’fﬁfi’&“ AN ET BT H
&
6 FE R A7 iR B ﬂ#P FRET AR T2
%%ﬂ °
1 FRR* AN L AR A B A H
%pqi’# 1@ o
TR AN WA MM PR R DR T A
18 G AARL A R P R o
" 76 AR LR T AL G A %
REEFHRBEHEYFF 57 %2 45 RE R
20 G e .
ENSE RN Y% =
o1 AR T AL F R TR iR R P
o A2 R BB o
22 SR M FARRBEL N FE T RN 2 AN o
23 7

Bo¥ AR F A ek 5 R

23




I FET R ;‘f °
9y Ao AR A TR TR FBES b
PEMGIAAR LT T ANREBEE TR o
55 TR AR AR H Jzﬁiaa] » FTRS TR R
/'—:‘B’"}’}\g# Fﬁé? o
26 Fo R A2 B A & [PC 4] ¢ MR R 7o
R T AN R T X GG R LSRR T
27 w
)8 FERERITE baag Y 2857 TR
ﬁi;\. rfjfi'{}lé\: :ri’?’(ﬁi o
4.1.2.4.5CR rip’“\q‘i@ﬁi;—l ” FER T AR SR e ;,@ﬁ;f];g’z—[é ERN TR N R
PR AR RE N RARIZEFTE AR o
41258 FHA % 30 FEEEPM2 2R EHRY 2 F R A 3R
?Aﬁ’%@%?ﬁki°
R A2 B ER T HIES S AR T
31
ﬁ'i*}'l °
Fh ¥ A2 A AT PR TOR O R A A RIEZ 7
32
B AR 3B o
4.1.2.6 AT R [EF L 'J",f 33

TR AN Ao R REF jﬁz’% R ETH B

24




7 = 3 HE f
it * —“ﬁ#d“,fiﬁ Wo ©
4131.% % TRt 34 FR Y AN R Y L FREFLBE R K
35 Al A d R Y FIEERY L FTRLE
le
41323 5 TR y Rl 255 g it * LB FRPFERR Y A
I
37 FE R f2N ekt 22 b TIRE PR -
4.1.4.1.7% * -ﬁﬁ/@%ﬁajﬁﬁ%ﬁ 1 78 7;5_;\)@}3 W2 A En s Er L F‘
B o
39 T AR ik AR
4.1.4.2.58 58 24841 40 ﬁ%@”ﬂi@ﬁm%?9$%Mﬂ7' Lahnl g o
41 AR AR AL PR BIR 2 G e o
" FRRY AR LFPIREBEGHEF ;TR T2 GHEH
o & e
4151 F EL RS BEFLT AL 2R 43 PR 2 # L 7 7 ELARAS -
i 44 FER* RS BELETAL AR -
4.1.52.¢7 8 o % A28 2 45 FRRY AR D G kL AR ER]
IRP TR Y e
415358 B3l % % 3 Fi‘hf@ 23803 "**1»‘3':;“@7? T EEY
46 2 AR LR A F R ALLER R A2

¥

& Do

25




T =X B 5 Hwg R
ALSATR ™ B~ i i FE T AR BEH R Y KRR T
Z2WA o
48 Bl AR A AR ML N ST S
AR TR A R )
FE I * AR R WP TE TR FARER AT R
49 B2 (4e:Root ~ Jailbreak) & %3 7 ¥ 2 475 » 4o >
Beidid i r ¥ AMP R AN
50 TR A BT A ERI N Ty HE R
A S S R - R
. AR R RN RORFHERY £FF R A
F1 8 Rk o
52 7 e A2 R B R ¢ i g 0 2 TR
A FHI R
Btz A E et A28 T AR R R S R
53 GARE R B S BAF ATRAHEY £ & P

B R bR TR R B e W 2 Ao B i - e
B mdr 2 5B E B e A T o




I B 5 ForE g
54 TR R* A28 B AT ABIR ] .
4.2.2.1. Webview & > # P 5 T A2V Y Webview 2 g3 PR BiE (7R
FERLH -
s FE R #2583 Webview T IR# 50 BF o> il ARz e

CY SE SR

27




	0-本文軍民通用資安技術研發補助計畫0330
	壹、  計畫說明
	貳、 申請資格
	參、 申請應備資料
	肆、 申請方式與諮詢服務
	伍、 補助範圍
	陸、 作業流程
	柒、 計畫各階段審查原則
	捌、 申請計畫應注意事項
	玖、 保密原則與聲明
	壹拾、 附件

	附件1-數位發展部協助產業創新活動補助獎勵及輔導辦法(標楷體)
	附件2-計畫書撰寫說明及計畫書格式v1
	附件2、計畫書撰寫說明及計畫書格式
	金額單位:千元
	金額單位:千元
	附件五、聯合申請（執行）合作契約書參考範本

	N+3年
	N+2年
	項　　目
	N+3年
	N+2年
	項　　目

	附件3-DIGITAL+數位創新補助平台計畫申請表暨企業聲明同意書（單獨或聯合申請）V1
	附件3、DIGITAL+數位創新補助平台計畫申請表暨企業聲明/同意書

	附件4-企業申請計畫之個資同意書
	附件4、企業申請計畫之個資同意書

	附件5-建議迴避之人員清單(標楷體)
	附件5、建議迴避之人員清單

	附件6-公職人員利益衝突迴避法第14條第2項公職人員之關係人身分關係揭露表(事前)
	公職人員利益衝突迴避法第14條第2項公職人員之關係人身分關係揭露表（事前）

	附件7-DIGITAL+數位創新補助平台計畫徵信查詢同意書
	附件8-會計科目與編列原則(標楷體)
	附件8、會計科目與編列原則說明

	附件9-DIGITAL+數位創新補助平台計畫專案契約書(標楷體) 0314
	附件10-銀行保證金保證書（參考範本）(標楷體)
	附件11-研究紀錄簿（參考範本）(標楷體)
	附件11、研究紀錄簿（參考範本）

	附件12、13-註冊流程及憑證(標楷體)
	附件12、計畫申請系統操作說明
	附件13、憑證安裝說明

	附件14-資訊安全要求
	附件 14：資訊安全要求
	壹、共同規範：
	一、施作項目
	二、注意事項
	三、資安要求

	貳、必要要求：
	一、網路管理
	二、資料安全
	四、資安管理
	五、營運持續
	六、生命週期保護


	附件15-APP基本資安規範



